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SPORAZUM

med Vlado Republike Slovenije in
Viado Republike Ciper
o izmenjavi in medsebojnem varovanju tajnih podatkov

Vlada Republike Slovenije in Viada Republike Ciper, v nadaljevanju "pogodbenici”,
sta se

v zelji, da bi zagotovili varovanje tajnih podatkov, izmenjanih med njima ali med
javnimi in zasebnimi subjekti v njuni pristojnosti,

ob spoznanju, da lahko dobro sodelovanje z_ahte\ia izmenjavo tajnih podatkov med
pogodbenicama,

dogovorili:

1. élen
Pomen izrazov
V tem sporazumu izrazi-pomenijo:
1. "prejemnik" — pristojni organ, ki prejme tajne podatke;

2. "pristojni organ" — javni ali zasebni subjekt v pristojnosti pogodbenice, ki je
poobladcen za ravnanje s tajnimi podatki in njihovo hrambo v skladu z notranjo
zakonodajo te pogodbenice, vkljuéno s pristojnim varnostnim organom;

3. "pristojni varnostni organ" — drzavni organ iz prvega odstavka 3. élena, ki ga
dolo¢i pogodbenica za splod$no izvajanje tega sporazuma in ustrezen nadzor nad
vsemi njegovimi vidiki;

4. "izvajalec" — posameznik, pravna oseba ali organizacijska enota s
sposobnostjo za sklepanje pogodb;

5. "pogodba s tajnimi podatki" — pogodba ali pedpogodba, ki zahteva dostop
do tajnih podatkov;

6. "tajni podatek” — podatek v kakrni koli obliki, ki se prenese ali nastane med
pogodbenicama ali pristojnima organoma in ga je treba po notranji zakonodaji
pogodbenice varovati pred nepooblastenim razkritjem ali drugim ogroZanjem ter
ga je kot takega dolodila in ustrezno oznacila pogodbenica;
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7. "varnostno dovoljenje organizacije” - odloéitev po varnostnem preverjanju
organizacije, da izvajalec, ki je pravna oseba, izpolnjuje pogoje za ravnanje s
tajnimi podatki v skladu z notranjo zakonodajo pogodbenice;

8. "notreba po seznanitvi" — nadelo, po katerem se posamezniku lahko dovoli
dostop do dologenih tajnih podatkov le v povezavi z njegovimi uradnimi dolznostmi
ali zaradi opravljanja doloéene naloge;

8. "dovolienje za dostop do tajnih podatkov" — odlocitev po varnostnem
preverjanju osebe v skladu z notranjo zakonodajo, na podlagi katere je
posameznik pooblasten za dostop do tajnih podatkov stopnje tajnosti, ki je
navedena na dovolienju, in za ravnanje z njimi,

10. "naroénik" — vladni organ, ki namerava skleniti ali sklene pogodbo s tajnimi
podatki na ozemiju druge pogodbenice;

11.  "retja stran" - drzava, vkljuéno z javnim ali zasebnim subjektom ali
posameznikom v njeni pristojnosti, ali mednarodna organizacija, ki ni pogodbenica
tega sporazuma.
2. ¢len
Stopnje tajnosti

Pogodbenici sogladata, da so naslednje stopnje tajnosti enakovredne in
ustrezajo stopnjam tajnosti, doloCenim v njuni notranji zakonodaji:

Republika Slovenija Republika Ciper Angleska ustreznica
STROGO TAJNO AKPQZ AMOPPHTO TOP SECRET
TAINO 'ANOPPHTO SECRET
ZAUPNO EMMIZTEYTIKO CONFIDENTIAL
INTERNO MEPIOPIZMENHZ RESTRICTED
XPHYHZ
3. élen
Pristojna varnostna organa
1. Pristojna varnostna organa za namen tega sporazuma sta:

a. za Republiko Slovenijo: nacionalni vamostni organ (Urad Viade
Republike Slovenije za varovanje tajnih podatkov);

b. za Republiko Ciper: nacionalni varnostni organ (Ministrstvo za obrambo).

2. Pristojna varnostna organa lahko sklepata dogovore o izvajanju dolocb tega

sporazuma.
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3. Pogodbenici se po diplomatski poti obves€ata o vseh poznejsih
spremembah nacionalnih varnostnih organov.

4. €len
Nacela varovanja tajnih podatkov

1. Pogodbenici v skladu s tem sporazumom in svojo notranjo zakonodajo
sprejmeta ustrezne ukrepe za varovanje fajnih podatkov.

2. Pogodbenici za podatke iz prvega odstavka zagotovita najman] enako
varovanje, kot ga uporabljata za svoje tajne podatke ustrezne stopnje tajnosti iz 2.
Clena. '

3. Za splosno izvajanje tega sporazuma in ustrezen nadzor nad vsemi
njegovimi vidiki sta odgovorna pristojna nacionaina varnostna organa, ki ju dolocita
pogodbenici.

4, Do prejetih tajnih podatkov lahko dostopajo le osebe, ki imajo potrebo po
seznanitvi, so bile varnostno preverjene infali pooblaséene za dostop do tovrstnih

" podatkov ter ustrezno poucéene o varovanju tajnih podatkov v skladu z notranjo

zakonodajo pogodbenice.

5. Pogodbenica zagotovi, da se izvajajo ustrezni ukrepi za varovanje tajnih
podatkov, ki se obdelujejo, hranijo ali prenasajo v komunikacijskih in informacijskih
sistemih. Ti ukrepi zagotavljajo zaupnost, celovitost, razpoloZljivost, in kadar je
mogoce, nezatajljivost in verodostojnost tajnih podatkov ter ustrezno raven
odgovornosti in sledljivosti dejanj, povezanih s temi podatki.

6. Stopnjo tajnosti spremeni ali prekli¢e le pristojnt organ, ki jo je dolo€il. O
vsaki spremembi ali preklicu stopnje tajnosti je prejemnik nemudoma obveséen.

7. Pogodbenici si priznavata dovoljenja za dostop do tajnih podatkov in
- varnostna dovolienja organizacij. Pri tem se glede stopenj tajnosti uporablia 2.
glen. '
5. ¢len
Omejitve pri uporabi tajnih podatkov
1. Prejeti tajni podatki se uporabljajo izkljuéno za namene in po pogojih za

dajanje tajnih podatkov ali v skladu z omejitvami njihave uporabe, kot se doloéi ob
prenosu tajnih podatkov.

2. Pogodbenica tajnih podatkov ne sme dati iretji strani brez predhodnega
pisnega soglasja pristojnega varnostnega organa druge pogodbenice, ki je dolocila
ustrezno stopnjo tajnosti.
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6. ¢len

Pogodbe s tajnimi podatki

-1 Naroénik [ahko skirene pogodbo s tajnimi podatki z izvajaicem druge

pogodbenice.

2. V primeru iz prvega odstavka naroénik pristojnemu varnostnemu organu
svoje pogodbenice predioZi zaprosifo, naj pristojni varnosini organ druge
pogodbenice zaprosi za pisno potrdilo, da je izvajalec pooblaséen za dostop do
tajnih podatkov dolo&ene stopnie tajnosti.

3. Potrdilo iz drugega odstavka zagotavija, da izvajalec izpolnjuje merila za
varovanje tajnih podatkov, doloCena v notranji zakonodaji pogodbenice, na ozemiju
ikatere je izvajaiec. : :

4, Ce izvajalec prej ni bil pooblaséen za dostop do tajnih podatkov doloZene
stopnje tajnosti, pristojni varnostni organ, ki naj bi izdal poirdilo, nemudoma uradno
obvesti pristojni varnostni organ druge pogodbenice, da bodo na njegovo zahtevo
izvedena dejanja v skladu s tretjim odstavkom.

5. Izvajalec do prejema potrdila iz drugega in tretjega odstavka nima dostopa
do tajnih podatkov. -
6. Naro¢nik izvajalca uradno obvesti o varnostnih zahtevah, ki so potrebne za

izvajanje pogodbe s tajnimi podatki ter e zlasti vkijuéujejo seznam tajnih podatkov
in pravila o dolo¢anju stopnje tajnosti podatkov, ki nastanejo med izvajanjem
pogodbe s tajnimi podatki. izvod takih dokumeniov se poslie pristojnemu
varnostnemu organu. ‘

7. Pristojni varnostni organ pogodbenice, na katere ozemlju se bo izvajala
pogodba s tajnimi podatki, zagotovi, da izvajalec varuje tajne podatke v skladu s
prejetimi varnostnimi zahtevami in notranjo zakonodajo svoje pogodbenice.

8. Pristojna varnostha organa zagotovita, da vsi' morebitni bodizva}alci
izpolnjujejo enake pogoje za varovanje tajnih podatkov, kot so bili predpisani za
izvajalca.

7. ¢len
Prenos tajnih podatkov

1. Prenos tajnih podatkov poteka po diplomatski poti ali drugih zas&itenih
poteh, ki zagotavijajo varovanje pred nepoobiasenim razkritiem in o katerih se
dogovorita pristojna varnostna organa. Prejemnik pisno potrdi prejem tajnih
podatkov.

2. Tajni podatki INTERNO/MEPIOPIZMENHE XPHIEIHEZ/RESTRICTED se
lahko posiljajo po posti ali z drugo dostavno sluzbo v skladu z notranjo zakonodajo.
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8. ¢len.
Razmnozevanje in prevajanje tajnih podatkov

1. Podatki stopnje STROGO TAINO/AKPQL AINOPPHTO/TOP SECRET se
razmnozujejo le s predhodnim pisnim dovoljenjem pristojnega organa
pogodbenice, ki je tem podatkom dolocil stopnjo tajnosti.

2. Tajni podatki se razmnozujejo v skladu z notranjo zakonodajo pogodbenic.
RazmnoZeni podatki se varujejo enako kot izvirniki. Stevilo izvodov je omejeno na
najmanjo koliéino, potrebno za uradne namene.

3. Tajne podatke prevajajo ustrezno varnosino preverjeni posamezniki. Vsak

prevod vsebuje ustrezno navedbo v jeziku prevoda, da prevod vsebuje tajne
podatke druge pogodbenice. Prevod se varuje enako kot izvimik.

9. ¢len
Unicevanje tajnih podatkov

1. Tajni podatki se unicijo v skladu z notranjo zakonodajo pogodbenice, tako
da jih ni mogode vef delno ali v celoti obnoviti.

2. Tajni podatki z oznako STROGO TAJNOC/AKPQI ATNOPPHTO/TOP
SECRET se ne smejo unicifi. Vimejo se pristojnemu organu pogodbenice, ki je
podatkom dolo€il stopnjo tajnosti.

3. V kriznih razmerah, ko ni mogoée varovati ali vrniti tajnih podatkov, se ti

takoj unigijo. Prejemnik o uniéenju &m prej obvesti pristojni varnostni organ druge
pogodbenice.

10. clen

Obiski

1. Za obiske, pri katerih je potreben dostop do tajnih podatkov, se zahteva
predhodno dovoljenje pristojnega varnostnega organa pogodbenice gostiteljice.

2. Dovolienje iz prvega odstavka se izda samo osebam, ki jih je doloCila
pogodbeénica in so v skladu z njeno notranjo zakonodajo pooblaséene za dostop do
tajnih podatkov




3. Zaprosilo za obisk se predloZi ustreznemu nacionalhemu varnostnemu
organu vsaj 20 dni pred zatetkom obiska. Vsebuje te podatke, ki se uporabljajo
samo za obisk:

a. namen, datum in program obiska, vkljuénc z najvisjo stopnjo
tainosti podatkov, ki bodo obravnavani;

b. ime in priimek obiskovalca, datum in kraj rojstva, drzavljanstvo ter
stevilko potnega lista ali osebne izkaznice; :

C. poloZaj obiskovalca skupaj z imenom institucije ali organizacije, ki jo
obiskovalec zastopa;

d. veljavnost in stopnjo tajnosti obiskovaléevega dovoljenja za dostop
do tajnih podatkov;

e. ime in naslov organizacije, ki bo obiskana;
f. ime in priimek, podatki za stike ter poloZaj osebe, ki bo obiskana;
g. datum in podpis pristojnega varmostnega organa.
4. Pristojni organi zagotovijo varstvo osebnih podatkov obiskovalca v skladu s

svojo notranjo zakonodajo.

5. Tajni podatki, ki so dostopni med obiskom, se varujejo v skladu z dolocbami
tega sporazuma.

11. Elen
Krsitev varovanja tajnosti

1. Ob krsitvi varovanja tajnosti, katere posledica je nepooblaséeno razkritje,
odtujitev ali izguba tajnih podatkov, ali sumu take krsitve pristojni varnostni organ
prejemnika ¢im prej obvesti pristojni varnostni organ druge pogodbenice in zatne
ustrezno preiskavo.

2. Kadar varovanje tajnosti krsi tretia stran, pristojni varnostni organ
pogodbenice, ki je dala podatke, sprejme vse potrebne ukrepe, s katerimi zagotovi
zaCetek dejanj, predpisanih v prvem odstavku.

3. Pristojni varnostni organ pogodbenice, ki je dala tajne podatke, na podlagi
zaprosila sodeluje pri preiskavi v skladu s prvim odstavkom. Obves&en mora biti o
ugotovitvah preiskave in prejeti konéno porocilo o razlogih za $kodo in njenih
razseznostih.
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12. &len
Stroski

Vsaka pogodbenica krije svoje stroske, ki nastanejo pri izvajanju tega sporazuma.

13. élen
Posvetovanja

1. Pristojna varnostna organa pogodbenic se uradno obveScata o vseh
spremembah svoje notranje zakonodaje, ki se nanasa na varovanje tajnih

_podatkov.

2. Pristojna varnostna organa pogodbenic se na zaprosilo enega od njiju med
seboj posvetujeta, da zagotovita tesno sodefovanje pri izvajanju dolocb tega
sporazuma.

3. Pristojna varnostna organa pogodbenic se obiskujeta zaradi dogovarjanja o
postopkih in standardih varovanja tajnih podatkov.

4. Pristojna varnostna organa se takoj obvestita o wvsaki' spremembi
medsebojno priznanin dovoljenj za dostop do tajnih podatkov in varmnostnih
dovoljenj organizacij.

5, Na zaprosilo si pristojna varnostna organa pomagata pri izvajanju
postopkov varnostnega preverjanja. '
14. clen
ReSevanje sporov

1. Spori zaradi razlage ali upofabe tega sporazuma se redujejo neposredno s
pogajaniji in/ali posvetovanji med pristojnima vamostnima organoma pogodbenic.

2. Ce spora ni mogode resiti v skladu s prvim odstavkom, se redi po
diplomatski poti.
15. ¢ien
Konéne dologébe
1. Sporazum zaéne veljati prvi dan drugega meseca po datumu, ko se

pogodbenici po diplomatski poti uradno obvestita, da so bili koncani vsi potrebni
notranjepravni postopki za zagetek njegove veljavnosti.




2. Sporazum je sklenjen za nedoloéen &as. Pogodbenica ga lahko odpove s
pisnim obvestilom drugi pogodbenici. V tem primeru sporazum preneha veljati sest
mesecev po datumu obvestila o odpovedi.

3. Ob prenehanju veljavnosti tega sporazuma se vsi tajni podatki, preneseni
na njegovi podiagi, $e naprej varujejo v skladu z njegovimi dolodbami

4, Sporazum se lahko spremeni s pisnim sogiaSJem pogodbenic. Spremembe
zacnejo veljati v skladu s prvim odstavkom.

. 1 1 . 94(( ’
Sestavijenc v ‘:g’u’é' aul, 45 - ﬁ’é}u«vf‘z v dveh izvimikih v
slovenskem, grikém in ngleskem jeziku, pri c¢e S0 vsa besedila enako
verodostojna. Pri razliéni razlagi previada anglesko besedilo.

Za Vlado ’ Za Vlado
Republike Slovej?:ijfg‘; Republike blper
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Metatd tng Koépvnong mg Anpoxpatiag mg Xhopeviag kar g Kupépynong
g Kunpraknig Anpoxpariag yio v Avralloyn xor mny Apofaio Hpootascia
AwBaBmocpévey Iinpogopidv _

H KvBépwnon g Anpoxpoatiog g ZhoPeviag ko n KoBépwnon g Kvmpuakng
Anpoxpatiag amokahodueves oto eENg To «MEpm»,

Emboudvioe vo Swaceericovy myv wpootacic Awfebuouévov inpogopidv 1ov
avioirdocoviar netall tov Mepdv 1 petali Snudowuwv Kol 1eTKdY GOpeav o1
VAAYOVIUL 6T SKO0S001H TOVG,

Tovednronowbviag 6t M kakf ocvvepyacsio ddvorar vo emovtei v aviailoyn
AoPadincpévov [inpogopdv petald Tov Mepav,

Evpeavnoav ota akolovda:

ApbBpo 1
Epunveie

T Tovg oromovg TG Topodong Zuppavias ot 6pol ovtol Ba Exovy v akdiovin
epunveio:

L. «lepodimingy - v Apudduwr  Apyly mov AapPaver  AwaPaduiopeveg
ITinpogopie,

2. «Appddo. Apyfip - tov dnpdolo ) Tk @opéa WOV VLRAYETAL OTT|
ducatodooia Tov omoovdfimote Mépoug mov £xel efovotodotndel va yepileTon xon v
amofmrener AwPaduicpéves Iinpooopieg coppave. pe v eGvik

vopofecion Tov Mépoug avtod, mepihapfavoutveov kol tov Apuddiav Apyédv
Acoaieing,

3. «Apuddue Apyf Aspudeiogy - Tyv kpatc) opyf, N onoio &xer vrodey Bl and
10 Mépoc o¢ predBoviy Y10 TV YEVIKT] EQOPUOYT KAL TOVG OYETKovg sAfyyoug Ghwv
TOV TTVYOY TG Repodsag Toppavias, 6o avagépetat oto Apbpo 3 Flapaypegog 1,

4. «ZOUPOAAOUEVOCH ~ TO QUOIKO TPEGMTO, TN VOMIKT] ovIOTNTE 1| OPYAVOTIK
HOVADa, OV £XEL TV IKAVOTITO VO CUVITEL GOLPOVIEE,

5. «AwPabouévn Zoppaocny - T oduPacn 1 ™ copfoon pe vrocvufaridusvo,
1 onoid ancitel TpdaPuaocn ot AwPobcpéveg ITinpogopice,
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- Apuddiunv Apyov ko ot onoisg, oOupova pe v vk vopobesia éxactov Mépoug,

ypritovv mpostacing amd pn sfovoodoTnpévn anokdivyn 1 dhlo xivouvo kot éxel
opobet ¢ TéTot kol emonpevist katdAinhe arnd to Mépog,

7. «FEAegyyoc Awpaduong Acpodeiagy - to Betcd amotéieoue plog épsvvog 1
orofo. PePardvel 671 0 copPailduevos, o onolog elvor vopkG TpoGmTO, TAPOL T
npobnobéostg yie tov yewpiond Awfabuopivev [inpogopidv  cbhugeve pe vy
gdvicn vopoBecia tov Mepdwv, ‘

8. «ApyN g «Avaykmg o yvdony - TV apyn pe v onoiw 1 npdoPaon of
ovykekpuéveg MaPabpopéves Ilinpogopieg propet vo yopnymbel o€ dropo 1ovo ot
oyéon pe TO EmioMUO KoBNKOVIe. Tov/TNg 1] KaTh TV EKTEAEON OVYKEKPEVNS
epyaciag,

9. «AwBafuon Acpaieiog Tlpoommkot» - 10 Betikd anotéAsope piag Epevvog
OoOHO@VO. [Ee TV sowTeplk] vopobecin odpgove pe v omola drope Exovv
gkovolodotBet va £xovv mpooPacn kol va yepodody AwBabuopiveg Iinpopopisg
péxpl To ouyKeKpLuévo exinedo mov avaeépeton ot Supabon acpolsiog,

10. «Fvtolfogy - xoBspvnrid odpa, 1o onoio wpotifetal vo cuvayel 1) covintel

. AwBodmopévn ZouPacn otny emkpdrein tov Gikov Mépovg,

11.  «Tpiro TIpdcwmo» - Kpdrog, ocvumeplapfovopévon Snuodciov 1 WTIKOD
@opéa i GTouo wov vrdyeTar 0T Sikeiodocin Tov, 1 S1eBvig opyaVicpOg Tov dev stval
ME£pog ¢ Tapoveag LOUPOVINS. '

ApOpo 2
Emonyuaveeis AwaBadpiong Acpaiciog
To Mépy coppwvoly damg o1 akdrovbeg emonudvoelg SwaPabmong aoeursiog sivol

woddvapes ka1 oavtiotoyyeg pe TG emionpdvosg SwPabuiong aceuisiag wov
npoodiopilovrar oty ebvich Tovg vopodeoio :

Anpoxpotio ™ms i , . .

YhoBeviog Kurpuaxn Anpoxpotio Ayylxd 1codvvepo

STROGO TAINO AKPQE ATIOPPHTO TOP SECRET

TAINO ATIOPPHTO SECRET

ZAUPNO EMITIZTEYTIKO CONFIDENTIAL
TEPIOPIEMENHZ

INTERNO PHSHE RESTRICTED
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ApBpo 3
Appoédieg Apyés Acgaieiog

I. T oromotg Thg rapovoag Teppmvias, ov Appuddieg Apyés Acoaieiag 8o givar
ot axdiovdeg:

¢. o Anpokpazio tne ZhoPeviag: n Ebvua] Apyf Acealeing
(KvPepvnrucd Tpapeio v mv [poostasic Awfobpmouévav [Tinpogopudy),

B- e myv Kvrpuxn Anpokpotic: 1 E6vikiy Apyy Acopaieing
(Ymovpyeio Apovag)

2. O Appddieg Apyéc Acpaieiag SOvoveoL vol GUVEITOUY GOUQMVIES EQOPUOYNG
VI TV SQAPUOYT| TV TPOVOLDY THE TAPOVCUG ZUUQ®VING.

3. Ta Mépn svnuephdvovior opotbaic péood g dmhopotudc 0600 Y
onoscdnmote arhayéc otig Ebvikés Apyéc Aopaleiog.

Apbpo 4
Apyéc lipostociog Awpadbuouévav IAnpogopudy

I. Topgove pe v nepobon Zvpeovie katl ty ebvikn vopobesin éxaotav Tov
Mephv, to. Mépn 0o moBetficovv ta kotdAinle pétpa yio TV TPOCTAGIR TV
Awpaducpévav TTAnpogopldv.

2. To Mépn 0o dwoparicovv Ot ot mhnpogopieg WOV AVaPEPOVILL OGNV
napbypoago 1 Swnpody v b tpoctacio mov &gl epapudost £xuoto 1wV Mepav
e TG Swedg ov AwPabuopéveg ITinpogopieg dvvaper g oyetikng SwiPaduong
ac@uAciog, cOppmva pe to Apbpo 2.

3. O Ebvikég Apyfg Acoodeing mov €xovv vmoderylel amd o Mépn sival
VIEBOLVE YiO TNV YEVIKT) SQUPROYT KAl TOVG CYETIKOVG EAEYXOVS OAMV TOV TTOYDV NG
nEpoHCas Zupoviag.

4. ITpdsPaocn ortig AwPobucpives ITanpogopisg wov £xovv Anedei Bo &yovv
uévo 1o TPOGHTR KOV SOV aVAYKY YU YVOOoT], Tov £xovv gAeyyBel woTaAAfAmg Kot
10 omota £yovv Eovorodotndel va Eyovy npdefacr oe TETOLES TATPOQOPIES Kat £X0VV
ewmpepwdsl svtég tov mhowsion v v wpootasic Awfaduopévov ITinpoeopuov
cOpQ®mve. e v sbvua vopodeoio éxaotov Mépovc.

5. "Erxacto tov pepdv fu Suopaiilet 611 spappolovion xatdhinia pétpa v v
npostacic Awfabpopévev [Tinpogopidv mov ensfepyalovial, amofnkedovar 1
Swfipéalovion o8 cvotipota emkowoviby kow mANpogopibdy. Tézoww pétpo Oa
Swooorilovy v epmoTevTKOMIe, okepaldTe, SwbecpdmnTo, Kot Onov
spapudletar, v un  oppoPimon ko ovfeviikéTnia tov  AwPeduicpivey




Iinpogopidv xkadde kot ketthnho eninedo sv8dvng koi oviyvevong evepysldv of
oyEon ue TIg v My minpogopies.

6. O1 smonudévoe tepadong aceuieiag 8o oAidlovy 1 apaipodvror povo omd
™mv Apudda Apyf, n omoin v &gl yopnyoel. O Hopakimmg Bo evnpepmvetol
Gueco v kGs oAloyn B ooaipeon omowcdimote emiotipavong SiaPabuiong
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7. To Mépn avayvmpilovy tovg avtictoroug EAfyxovg AwBabmong Acpoaieiog
kot AwBalpiong Aceaizsiog Iposomkod. I'w o okontd cvtd, o Appo 2 avapopika
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ApBpo 5
epropiotikng ypron dafabuiopivey T POPOPLAY

1. Ov Swpabmoutves nhnpopopieg mov £xovv Anedei Ba ypnouionolchvio
QTLOKALIGTIKA Y0 TOVG GKOTOVG Kol VIO TOvg Opovg EKSOGNG 1) TOVG MEPOPIGHODG
avaQopIKa pe ™ xphon tov Awpabuspévev ITAinpogopav mov opifovral katd o
yPOVo petddoconc avtdv.

2, Fxaoto tov Mgpdv dsv kowornowel AwPadpmopiveg Inpoovopicg oe Tpito
IMpoowmo ywpic v mponyodusvy ypomep cvykatdfeon tng Appodwg Apxig
Acopakeiag Tov @hdov Mépovg, mov yophymoe v smonuaven SwPabong
acpaisiog.

Apbpo 6
AwBabpiopéves Toppiaoeic

1. O Eviohéag O&ovoton vo ovvayer Awfobpicpévn  Xopfoon pe  tov
Zopporiduevo tov airov Mépoug.

2. v nepintoon wov avaeipetor oty Hapdypago 1, o Evioifag o vrofdiiet
aftpo Tpog v Apuddia Apyf Acpadeing Tov dikov Tov Mépovg yio va {nrficet and
v Appédie Apyn Aceodsiag Tov ahiov Mépovg vo exddost ypamrtr BePaionon oti o
TopParidpsvog sivar gEovorodotnuévog vo éxel mpodcBuon otig AwPabuiopéveg
[TAnpogopisc Tov kafopioptvou smmédon duePadpong acpoieiog.

3. H ékdoon g PePaimong mov avapéperon oty Hoaphypago 2 0o vrdketto

oV dsediton 01t o ZupPaiidpevog Thpol o KPEHPW ToL TEdioV EPAPPOYNS TNHG
npoctaciog Awpaducuéivev ITinpogopudy, drwg avtd xabopiloviar oy ebvikh
vopoBssio Tov Mépovg oty enpdzeio, Tov onolov o ZvuPaiidpevog £xet v £dpa
TOU.
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4. Av 0 Zopfoiidusvos dev &xel mponyovpdvag eEovalodotnBel va Exet ipdaPoon
oe AwPabuopéveg ITAnpogopiss Tov kaboplopévon emmédov SraPadpmong acpaisiog,
n Appddia Apyn Acoaisiog mov o exddosl v Pefaiwon, Bo ewdomomoel dueso my
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AnpBovv ot evépyeleg Tov avaoépovol otny [Hopdypago 3.

5. 0O ZopPoiidpsvog dsv B £xst TpdoPoon ong AwPobuouives ITAnpogopisg
uéxpr tny moparafi e Pefealoong wov avapépetar otig IMapaypdpovg 2 ko 3.

6. 0O Evroifoc B sidomorcel tov ZUpPoirOlevo avoQopiKe M TIG AMUITHOELG
oQOAEING OV eival avaykaieg Yo TV extéison ¢ AwPabopévng ZopPacng, ot
onoleg mepriappavouy katdroyo tov Aufabmopévaov TTANPoQoOpUDY KaL TOVG KAVOVES
Swopabiong Tov  TANPOQOPIBY WOV TOpEYOVIOL KOTO TV EKTEAESH g
AwBabuopivng Zoppaons. Aviiypugo Tov ev Myw eyypheav Ba dwfipaleton oty
Appddie Apyn Acoaleiog.

7. H Apuddo. Apyfy Acoeaisicg tov Mépovg oty emkpdrewr tov omotov G
exteheolsi 1 AwPobwopdvny ZduPeon Oa dwopokicert 0Tt o ZupBaiidpevog
rpoctatevel T Awfodopéveg ITnpoeopiec cOpEOVA NE TG ATATNGE ACPOAEING
Ko v e6vikn vopobeoia Tov Mépoug avtov. ' '

8. Ov  Apuddeg  Apyéc Aocgoleiog 8o dwogoiicovy o6t ot mibavol
vrocopPoriépevol  coppoped@vovial pe To0g Bvg dpoug Y TNV TPOCTUGIN
AwBabcutvev Inpoeopudy drmg antd spuppoloviol Y tov Zupfoiiduevo.

ApOpo 7
Awfipacy Awfabincpévev inpogoprov

I. Ou SwPoabpiouéves Inpogopicg dwPipalovior péow e Srmhopatkig 0dov 1
péow GAlmv oddv mov Swoearilovy TV TpooTosic. TOVG amd pn ERtTPEMOHEVN
Kowonoinem, mov copgoveitor petald tov Apuddiov Apyxov Acpoleing £kooTou
Mépovg. O Tlapedfirng Ba emPePodost ypantdg v Anyn tov Awpedpucpévov
[Dapogopuiv.

2. [Minpogopicg  mov  watatdocoviar ¢  INTERNO/IEPIOPIXMENHX
XPHZHE/RESTRICTED &bvaviar vo. dwfifacfodv kot pe 1o toyvdpoueio 7 ue
onowdfmote Gy vanpesio tapddoong ocdpeeve e v ebvikl vouodesio.

Apbpo 8
Avamrapayoyn kai Metagppaon AwBabuwopévey Inpogoproy
1. [Tnpogopieg mov katutdooovial g STROGO TAINO/AKPQX AITOPPHTO/

TOP SECRET 6o avomopdyoviat LOVO He TV TPOTYOUREVY) YPORTi] ovyKatddest Tng
Apudduag Apyng tov MEpovg mov ToPEEL TIG £V AOYM TAT pOQOpIEs.
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2. H avomapoyoyn AwBedmopsvev Inpogopidy Oa. yiveror coppmve pe Ty
gbvucy vopoBeoio éxaotev tov Mepdv. Ot avOTapoyOUsvee Tinpogopies Ba
vrokewvtarl oty dw mpoctacia Omwg oL ‘EpCO”CO'EDTEEQ n?mpocpoptsg O apbude 1oV
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3. H omowdfmote pstdopacn Awfubpopévev TTinpopopuby bo yiveral omod
Gropo ot omolo, el Swevepynfel o xatdiiniog Eheyyog acouisiag. Oheg o
ustappoec Bo mepiyouv onpeimon oty YAOOGHW OV £X0DV  PETOQPACTEL
Snadvoviag 6L mepigyovy AwBobopéves Inpogopleg g Appddeg Apyng tov
éahov Mépoug. H petdopaocn 0o vrokertal oty 610 7pocTtasio 6mmg ot TPOTOTUTEG

A popopiss.

ApOpo 9
Kotdotpoomn Amﬁaepwuévmv ITinpopoprdv

1. O1 Awfodpcuéveg TTinpogopics Ba xaTacTPE@OVTOL CONPOVE LE TNV gBvuc
vopoBesio twv Mepdv, pe térow tpono dote va efudewplel o pepwdos i 0 OAKOG
AVOOYNHOTIOROS TOVG.

2. Awpobuopéveg Anpogoplec pe oﬁp,avo*r] STROGO TAINO/AKPOX
ATIOPPHTO / TOP SECRET, dev 0o xatootpégovior. Od emioTpégovion otmny
Appéddio. Apyi} Tov pEPOvS oL Topeiye TS BV AGY® TANPOPOPIES.

3. Te nepintoon kothotaong kpiong, oty omoto ivar adbvarn n tpostosic 1 1
entoTpopfy AwPuducpévey TAnpogopudy, Tétos minpogopies Bo kutaoTpégovron
opdonc. O Mupodiming O smuepdost v Appodie Apxi Aoq)alswg OV GALOD
MEpong ava@opIKé UE TNV KATAGTPOQT TO CUVIONOTEPO duvaTd.

Apbpo 10
Emoxkéyeig

l. Emokéyelc mov anaitoby ve &xouv tpécfact os AweBabuopéves [Tinpooopieg
0o VEOKEWTOL oTIV Tponyoduevn 6w g Appdduag Apyns Acpaisiog Tov Mépoug
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2. H ¢3g1e mov avegpépetar oty [apdypapo 1 Ba yopryysiton povo ota dropa mov
éyovv sfouclodémon npdoPacng os AwPabuospives IThnpogopieg o“uucpwva pe v
eBviky vopo@sma oV Mépovg mov opilet 1o gv koym orco;m

3. To aitnua yio sxiokeyn Oo vroPfaiietol otn oyeTIKh Eevucn Apyn Acpaisiog
TovhieTov 20 pépeg mpwv omd T Evapén g eniokeymge. To altnue ye ty eniokeym
B0, mepriopPévet Tig axdrovBes mhnpopopisg o1 omoieg Ba yproipomoibody Hovo yie
TOVG OKOTOVC TG EMICKEYTIG:




a. oV oKOT6, TV Muepopnvie koL 1o TPdypOLpa TG ETICKEYNG Kat TO
vymidtepo  eminedo SwBadpmons aopadeiog AwPabuicpéivav [inpogoprdv,

B. 10 dvoud Kot exifsto Tov emokEnTY, TNV MUEpopmvio Kot OV T0R0
yevvloewe, NV vANKodTNTR, Tov amopd dwfatnpiov 1 deitiov Towtdnrog,

. v Oéor Tov emiokérTn kabdG KoL TO OGVOpo TOV WEHMOTOS 1)
OpPYOVIGHOD OV OVIITPOCOREVEL,

o. mv eykupdTo, ke motonomnon tov Pabuod Eléyyov Acpaisiog
TpocsoOIKoD OV KUTEYEL O ERIOKERTNG, ,

€. 10 Ovope kot SisvBuver] Tov opyovicpo mov Ba mokepbel,
o1. 10 dvopa, exifeto, otoyeio entcovmviag kot Oéon Tov atdpov wov bo
emoke@Iel.

£ TNV NUEPOUNVID KOL DIOYPAPT] TNG AppéﬁtagApxﬁg Acopoietag.

4. Ot Apuddieg Apyéc Oa Stao"cpa?dccmv TV TPOCTUGIO. TOV TPOCHRIKOV
5£50UEVEOV TOV TPOGHIOV IOV EROKENTETUL COPPOVE e TNy gdvik vopoleoia tovg.

5. H npéopaon o Awpabuopéves [npogopisg xatd tn dipkewn exickeyng e
TPOGTATEVETAL COLPOVO, LE TIG TPOVOIEG TNG TAPOVCNG ZULPGWVINS.
ApOpo 11
Hopafacny Acoaisiog

1. Te nepintoon Hapafuone Acpahsiog mov mpokdmst and ;.Lﬁ eCovorodoTnuévn

“amoxdioym, vrstaipeon M andiew. Aafobpopévev ITinpogopidy N vroyie TETowg

napdfoacnc, 1 Apuddia Apyf Aceakeing tov Hepedinm Ba eynpuephoer ™y Apuddi
Apyfi Acoarsiag tov Ghhov Mépovg, 10 cvvtopdtepo duvatsd, ko Ba Kivicer Ty
gvdedetyuévn Epeova.

2. Av  mopéfaoy acpaisicg npokdmer oe Tpito Mépog, m Apuddie Apyn

" Acpeaieing Tov Mépoug mov mapsiye Tic mAnpogopics oto Tpito Mépog Ba AdPel dha

1o overyKodo PETPO TTPOKEEVOD VO SUCPUAIGEL OTL OL EVEPYELES TIOD AVOOEPOVIAL GTNV
Maphypago 1 £xovv kivndel.

3 H Apuédhin Apyfi Aceodeiag tov Mépovg mov mopeiye mg &v Adyw
mnpoeopise, kardmy ortfuetog, Ba cvvepyoslsl oy €psuve chupove pe v
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Aamdveg

‘Exooto tov Mephv koddrter tig Somdveg tov o1 omoleg MPOKDGRITOLY Gml TNV
EQUPROYY TG TOPOVGAG LUUPHVIOS.

Apbpo 13
AwrPovicvosig

I. Qi Apliddiec Apyec Acpoieiog v Mepdv Bo kowonowdv uetodld Tovg Tig
OmOIEGSATOTE  TpomOTOU|oEl; otV £BvikY] 10U¢ vopoOsoion avaQOPIKG e TNV
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KOTOmY aurpatog exotépov e autdv, 7o TV OTEVH] cUVEPYasia OYETIKA pe TNV
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onowodfmote oAlayéc oty apolfoin avayvdpion g Awfabpiong Aceuisiog
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ApOpo 14
Exniiven Awagop@v.
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cOUEOVIL ApEOTEPOY TOV Mepdv. Ot TPOTOTOOELG 8o tefobv og 1oyd COUPOVA UE
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 AGREEMENT
Between the Government of the Republic of Slovenia and the

Government of the Republic of Cyprus
on the Exchange and Mutual Protection of Classified Information

~

The Government of the Republic of Slovenia and the Government of the Republic of
Cyprus hereinafter referred to as “'the Parties™;

Wishing to ensure the protection of Classified Information exchanged between the
Parties or between public and private entities under their jurisdiction;

Realizing that good cooperation may require the exchange of Classified Information

between the Parties:

Have agreed as follows:

Article 1
Definitions
For the purposes of this Agreement these terms shall mean the foltowing:
1. " Recipient”” - the Competent Authority receiving the Classified Information;

2. “"Competent Authority”” - public or private entity under jurisdiction of any Party

-authorized to handle and store Classified Information in accordance with the national

legislation of its Party, including the Competent Security Authority;

3. “Competent Security Authority”” - state authority, designated by the Party as
responsible for the general implementation and the relevant controis of all aspects of
this Agreement as referred to in Article 3 Paragraph 1;

4. “Contractor’” - an individual, a legal entity or an organizational unit, which has
the capacity to conclude contracts;

5. ""Classified Contract”” - a contract or a subcontract, which requires access to
Classified Information;

6. “Classified Information™ - any information, regardless of its form, which is
transmitted or generated between the Parties or Competent Authorities and requires,
under the national legislation of either Party, the protection against unauthorized
disclosure or other compromise and is designated as such and marked appropriately

by a Party;
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7. TFacility Security Clearance” - A determination following an investigative
procedure certifying that a contractor which is a legal entity fuffils the conditions of
handling Classified information in accordance with the national legislation_of one of the
Parties;

8. “Need-to-know™ - a principle by which access to specific Classified Information
may be granted to an individual only in connection with his/her official duties or for the
petformance of a specific task; )

9, “Personnel Security Clearance” - A determination following an investigative
procedure in accordance with the national legislation, on the basis of which an
individual is authorised to have access to and to handle Classified [nformation up to
the level defined in the clearance; '

10. “Principal’” - a governmental body, which intends to conclude or concludes a
Classified Contract in the territory of the other Party;

11. “Third Party” - a state, including any public or private entity or individual under
its jurisdiction, or an international organization which is not a Party to this Agreement.
Article 2
Security Classification Levels

The Parties agree that the following security classification levels are equivalent
and correspond to the security classification levels- specified in their national
legislation:

Repubiic of Slovenia Republic of Cyprus English Equivalent
STROGO TAJNO AKPQZ ANOPPHTO TOP SECRET
TAJNO AMNQPPHTO SECRET
ZAUPNO EMIMIZITEYTIKO CONFIDENTIAL
INTERNO TNEPIOPIZEMENHZ RESTRICTED
XPHZHE
Article 3
Competent Security Authorities
1. For the purposes of this Agreement, the Competent Security Authorities shall
be:

a. for the Republic of Siovenia: National Security Authority (Government Office for
the Protection of Classified Informatiqn);

b. for the Republic of Cyprus: National Security Authority (Ministry of Defence).

2. The Competent Security Authorities may conciude implementation agreements
for the purposes of the implementation of the provisions hereof.
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3. The Parties shall inform each other through diplomatic channels of any
subsequent changes of the National Security Authorities.

Article 4
Principles of Classified Information Protection

1. In accordance with this Agreement and their national legislation, , the Parties
shall adopt appropriate measures aimed at the protection of Classified Information.

2. The Parties shall provide for the information referred to in paragraph 1 at least
the same protection as applicable o their own Classified Information under the
relevant security classification level, pursuant o Article 2.

3. The National Security Authorities designated by the Parties are responsible for
the general implementation and the relevant controls of all aspects of this Agreement.

4. Received Classified Information shall be accessible only to those persons who
have a need-to-know, who have been security cleared and/or who have been
authorized to have access to such informatioi as well as briefed in the scope of
Classified Information protection according to the national iegisfation of their Party.

5. Each Party shall ensure that appropriate measures are implemented for the
protection of Classified Information processed, stored or transmitted in communication
and information systems. Such measures shall ensure the confidentiality, integrity,
availability and where applicable, non-repudiation and authenticity of Classified
Information as well as an appropriate level of accountability and traceability of actions
in relation to that information.

6. The security classification ievel shall be changed or removed only by the Competent
Authority, which has granted it. The Recipient shall be immediately notified on every
change or removal of security classification level.

7. The Parties shall mutually recognise their respective Personnel and Facility Security
Clearances. To this effect, Article 2 regarding the security classification levels shall

apply accordingly.
Article 5

Restriction of use of classified information

1. Received Classified Information ;éha]l be used exclusively for the purposes and
under conditions of release or limitations on the use of the Classified Information,
defined at the transmission thereof.

2. Either Party shall not release Classified Information to Third Party without a
prior written consent of the Competent Security Authority of the other Party, which
granted adequate security classification level.
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Article 6

Classified Contracts

1. The Principal may conclude a Classified Contract with the Contractor of the
other Partly.
2. in the case referred to in Paragraph 1, the Principal shall submit a request to

the Competent Security Authority of its Party to ask the Competent Security Authority
of the other Party for issuing a written assurance that the Contractor is authorized to
have access to Classified Information of the specified security classification level.

3. The issuing of the assurance referred to in Paragraph 2 shall guarantee that
the Contractor fulfils the criteria in the scope of the protection of Classified Information,
as provided in the_applicable national legisiation of the Party, in the territory of which
the Contractor is located.. _

4, If the Contractor has not been previously authorized to have access to

. Classified Information of the specified security classification level, the Competent

Security Authority which is to issue the assurance, shall immediately notify the
Competent Security Authority of the other Party, that upon its request, the actions
referred to in Paragraph 3 will be undertaken.

5. Classified Information shali not be accessible to the Contractor until the receipt
of the assurance referred to in Paragraphs 2 and 3.

6. The Principal shall notify the Contractor of the security requirements necessary
to perform the Classified Contract, which include in particular a list of Classified
Information and rules of classification of the information originated during the
performance of the Classified Contract. The copy of such documents shall be
transmitted to the Competent Security Authority.

7. The Competent Security Authority of the Party in whose territory the Classified
Contract is to be performed shall ensure that the Contractor protects Classified
information in accordance with the received security requwements and national

legislation-of its Party.

8. The Competent Security Authorities shall ensure that any possible
subcontractors shall comply with the same conditions for the protection of Classified
Information as those laid down for the Contractor. '

Article 7
Transmission of Classified Information
1. Classified Information shall be transmitted through diplomatic channels or
through other secured channels ensuring protection against unauthorized disclosure,

agreed upon between the Competent Security Authorities. The Recipient shall confirm
the receipt of Classified Information in writing.




2. Information classified as INTERNO/ MEPIOPIZMENHZ
XPHYHE/RESTRICTED may be transmitted also. by post or another delivery service in
accordance with the national legislation.

Article 8
Reproduction and Translation of Classified Information

1. Information classified as STROGO TAJNO/AKPQE AMNOPPHTO/TOP
SECRET shall be reproduced only after a prior written permission issued by the
Competent Authority of the party which classified this information. .

2. Reproduction of Classified Information shall be pursuant to the national
legislation of each of the Parties. Reproduced information shall be placed under the
same protection as the originals. Number of copies shall be reduced to minimum
required for official purposes.

3.  Any translation of Classified Information shall be made by properly security
cleared individuals. All translations shall bear an appropriate note in the language into
which they have been translated, stating that they contain Ciassified information of the
other Party. The translation shall be placed under the same protection as the originals.

Article 9
Destruction of Classified Information

1. Classified Information shall be destroyed according to the national legislation of
the Parties, in such a manner as to eliminate the partial or total reconstruction of the
same. '

2. Classified Information marked as STROGO TAJNO/AKPQZ ANOPPHTO/TOP
SECRET shall not be destroyed. It shall be returned to the Competent Authority of the
party which classified this information.

3. In case of a crisis situation, in which it is impossible to protect or retumn
Classified Information such information shall be destroyed immediately. The Recipient
shall inform the Competent Security Authority of the other Party about this destruction

as soon as possible.
Article 10
Visits

1. Visits necessitating access to Classified informatlon shall be subject to prior
permission of the Competent Security Authority of the host Party.




2. The permission referred to in Paragraph 1 shall be granted exclusively to the
persons authorized to have access to Classified Information pursuant to the national
legislation of the Party designating such a person.

3. A request for visit shall be submitted to the relevant National Security Authority at
least 20 days prior to the commencement of the visit. The request for the visit shall
include the following data that shall be used for the purpose of the visit only:

a. . purpose, date and program of the visit including the highest security
classification level of Classified Information to be involved
b. name and surmame of the visitor, date and place of birth, citizenship,
passport number or identity card number;
c. position of the visitor together with the name of the institution or

organization which he or she represents;

d. the validity and certification of the level of Personnel Security Clearance
held by the visitor,

e. name and address of the organization fo b'e visited,;

f. name, surname, contact data and position of the person to be visited;

g. the date and signature of the Competent Security Authority.
4. The Competent Authorities shall ensure the protection of the pérsonal data of

the visitor pursuant to their national legislation.

5, Classified Information accessible during the visit shall be protected pursuant to
the provisions of this Agreement.

Article 11
Breach of Security

1. In case of Breach of Security, resulting in unauthorised disclosure,
misappropriation or loss of Classified Information or suspicion of such a breach, the
Competent Security Authority of the Recipient shall inform the Competent Security
Authority of the other Party, as soon as possible, and initiate the appropriate
investigation.

2. If a breach of security arises in a Third Party, the Competent Security Authority
of the Party which has provided the information to the Third Party shall take all -
necessary measures in order to ensure that the actions prescribed in Paragraph 1 are
initiated.

3. The Competent Security Authority of the Party which provided such information
shall, upon request, cooperate in the investigation in accordance with Paragraph 1. It
shall be informed of the results of the investigation and shall receive the finai report on
the reasons and extent of the damage. ’
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Article 12
Expenses
Each Party shall cover its own expenses resulting from the implementation of
this Agreement.
Article 13
Consultation

1. The Competent Security Authorities of the Parties shall notify each other of any
amendments to their national legisiation concerning the protection of Classified
Information.

2. The Competent Security Authorities of the Parties shall consult each other,
upon the request of one of them, in order to ensure close cooperation in the
implementation of the provisions hereof.

3. .Competent Security Authorities of the Parties shall exchange visits to discuss
the procedures and standards for the protection of Classified Information.

4. The Competent Security Authorities shall promptly inform each other about any
changes in mutually recognized Personnel and Facility Security Clearances .

5. Upon request, the Competent Security Authorities shall assist each other in
carrying out security clearance procedures.
Article 14

Settiement of Disputes
1. Any disputes concerning the interpretation or application of this Agreement
shall be seftied by direct negotiations and/or consuitations between the Competent
Security Authorities of the Parties.
2. If the settflement of a dispute can not be reached in the manner referred fo in
Paragraph 1, such a dispute shall be settled through diplomatic channels.

Article 15

Final Provisions

-1 This Agreement shall enter into force on the first day of the second month

following the date on which the Parties notify each other, through diplomatic channels,
that all necessary internal procedures for the enfry into force of this Agreement have
been completed. '
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2. This Agreement is concluded for an unlimited period of time. It may be
terminated by either Party upon giving a written notice to the other Party. In such a
case this Agreement shall expire six months after the date of the termination notice.

3. In case of termination of this Agreement, all Classified Information transferred
pursuant to this Agreement shall continue to be protected in accordance with the

Pprovisions set forth herein.

4, This Agreement may be amended on the basis of mutual written consent by
both Parties. Such amendments shall enter into force in accordance with the
provisions of Paragraph 1.

y ) A At
Done at ‘f“u 4.2 on /{3 '% ke KOAY in two originals, each in

'S al, ...d ............................................................
Slovenian, GreeR’and English languages, all texts being equally authentic. In case of
divergences of interpretation, the English text shall prevail.

For the Governmé.IZt For the Government
of the Republic of §/Iévenia of Cyprus




